CASE STUDY DATA SHEET

GET DATA SECURITY
CONFIDENCE WITH GALAXKEY

Concerned about data privacy and security?

Galaxkey gives you a robust, cost-effective solution to protecting
your data, without interfering with how you work. Use our four
cutting-edge data security products together or alone to keep your
data safe and compliant at all times.

Galaxkey products are ideal for government and corporate sectors
that need to ensure optimum data protection and compliance.

SECURE EMAIL Encrypt sensitive emails and attachments with just one click. Securely send
and receive emails wherever you are, on any device.
Galaxkey gives you:

Full integration with Microsoft Outlook and Outlook 365 — Galaxkey works
invisibly in the background. All products also work with other email clients.

Protection for attachments of all sizes, so you can still send large files safely.

Secure email management on the move with our iOS and Android apps.

With Galaxkey, you can control data access and use by:

Setting a limited lifespan for sensitive emails, after which they are
digitally shredded.

Blocking forwarding of emails without permission.

Geofencing emails to a geographical region, to keep your sensitive data
in your domain.

Revoking an email at any time, even it's already been opened.
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ABOUT GALAXKEY

SECURE FILES

With Galaxkey, you can:

Instantly encrypt a file, making
it virtually impenetrable to
outside attacks.

Store anything in your Personal Vault,
which has automatic encryption. For
extra protection, you can place your
Vault in your chosen cloud storage.

SECURE

WORKSPACE
With Galaxkey, you can:

Create Word, Excel and PowerPoint
files without leaving the Secure
Workspace, with our built-in
document creator.

SECURE DIGITAL
DOCUMENT SIGN

With Galaxkey, you can:

Get documents signed quickly and
easily with electronic signatures.
Secure and convenient, it saves you
time and money.

Send documents for secure
e-signature from any browser — no
need to install separate software.

S o

Protect your files 24/7, across Windows and Mac operating systems and all devices.

Protect local networks with a
Corporate Vault, if required. You can
configure and control who has access
to your Corporate Vault.

Share data of any size with colleagues. Collaborate securely on files at the same time.

Define access rights for your
colleagues when sharing data.

You control who can access each file,
and what they can and can’'t do

with it.

Ensure all files are kept safe and
secure with our built-in encryption
and automatic virus scanning.

Send unlimited documents for fast, secure electronic signing. Galaxkey’s Digital
Document Sign meets all necessary legal requirements for a valid digital signature.

Create as many files as you want for
electronic signing —there's no limit
on how many you can send.

For ultimate data security in store and in transit, along with added cost benefits, Galaxkey
provides one comprehensive platform with all four products, under one enterprise license.
Galaxkey products are also available separately.
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SUPERIOR DATA PROTECTION,
FLEXIBILITY AND CONTROL

Complete end-to-end data security

Galaxkey provides complete end-to-end security for all your
documents and emails, both in transit and at rest. So your staff can

get on with their daily tasks, safe in the knowledge all data is kept 100%
secure, all of the time.

' Your data privacy and protection are always guaranteed,
because we encrypt data before it's saved in the cloud. So your
data is secure even without an internet connection.

Exceptional data security - for ultimate peace of mind

Military-grade data Galaxkey complies with AES FIPS 140-2 encryption protocols. It utilises both public
protection through AES256 and private 2048-bit RSA Keys as a standard. In plain English - this gives
encryption standards | your data military-grade protection.

Protection against Galaxkey enables you to require biometric authentication from anyone before
phishing attacks accessing your data. We're partnering with Yoti to give you an unbeatable combination
with biometric of cutting-edge encryption and industry-leading biometric authentication.

authentication

Certified for public Galaxkey's encryption engine has been awarded the highest certification currently
sector-standard available in the UK from the National Cyber Security Agency, part of GCHQ. Commercial
protection Product Assurance (CPA) certifies a product as suitable for public sector use.
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DATA PROTECTION THAT STANDS
OUT FROM THE REST

Flexible set-up and use - so it doesn’t interfere with staff productivity

Quick deployment Galaxkey offers easy, out-of-the-box set-up, whichever operating system you work on.
and minimal training | With a Windows feel, our platform is intuitive to use. Because users need only minimal
training, your staff will be able to start securing data almost immediately.

One-click security, Galaxkey integrates smoothly with all major email clients and all major operating
integrated with all systems. It gives you one-click security to share information securely straight from
major operating Microsoft Outlook, iOS, Android Windows, and Mac, and others.

systems

Flexible solutions With Galaxkey available in on-premises, cloud and hybrid solutions, there's an option

to suit your existing for all work environments. So you can continue to work as you choose.
work set-up

Seamless Galaxkey integrates with Active Directory and Okta, with the convenience of a
integration with single sign-on. So your data security protection is integrated with your organisational
Microsoft AD infrastructure, for a smooth working experience.

and Okta
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SUPERIOR DATA PROTECTION,
FLEXIBILITY AND CONTROL

Enhanced control and compliance - for data protection confidence

Complete control For ultimate control of your encryption keys and data storage, you can install
with in-house key Galaxkey directly on your premises. Cloud and hybrid solutions are also available.
management

Securely store Galaxkey integrates with leading global Hardware Security Modules for secure
encryption keys with storage of your encryption keys.

HSM integration

Ensure you meet Galaxkey offers multiple configurable options for managing and storing your data.
your data protection These help you ensure your organisation is complying at all times with regulatory
obligations requirements such as General Data Protection Regulation (CDPR).

Email sales@galaxkey.com
to book a demo
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